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Fig. 1. ConstellationBuilder system overview: a report view (left), an event view (middle), and a team constellation view (right).

Abstract—ConstellationBuilder is an interactive visualization system to support high-level situation awareness of cybersecurity events
and fast assembly of response teams. The system adopts a systematic and smooth workflow to integrate a report view, an event view,
and a team constellation view into an innovative combination. It allows visual analytics experts and non-experts in machine learning to
quickly and effectively analyze cybersecurity reports and events. The flexibility of the system makes it easy to extend and integrate with

any other monitoring and investigation tasks in the future.

Index Terms—Situational awareness, visual analytics, cybersecurity event, expertise finding, computer-supported cooperative work

1 INTRODUCTION

A challenging task for cybersecurity analytics is to maintain a high-level
network security situational awareness and quickly assemble a team
of professionals with complementary skills to resolve threats. Constel-
lationBuilder (Fig. 1) is an interactive system we designed to support
the given challenges through combining visual analytics and machine
learning. Multiple visualizations are linked and varying in levels of
details which enables the cybersecurity experts to efficiently investigate
a new event, match it to ongoing or past cases, and assemble a team
with the appropriate expertise to investigate the event. Constellation-
Builder is capable of handling a vast array of tasks and details the work
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necessary to support situational awareness in the event-based context
and fit expertise recommendation to different cyberattack scenarios.

2 SYSTEM ARCHITECTURE

ConstellationBuilder’s architecture is shown in Fig. 2, which aims to
build the connection between cybersecurity events and experts who
can resolve them. If similar cyber attacks happen in the future, Con-
stellationBuilder can rapidly recommend a team of white hat members.
By measuring the similarity between past cybersecurity reports, the
system identifies records of similar attacks and distils similar cyber
events (Fig. 2 left). Latent Dirichlet allocation (LDA) [1] is used to
suggest the most relevant events. ConstellationBuilder automatically
identifies expertise information from incorporating documents from
different sources including reports, publications, news, resumes, web
pages, etc, and further leverages experts’ social networks in historical
events to recommend the most suitable team/constellation to respond
to each event (Fig. 2 right). We call a team “constellation” because
they shine like stars on solving cyber problems. By gradually refine
the connection between cyberattacks and white hat members, our sys-
tem can recommend teams suitable for different events. Additionally,
ConstellationBuilder can assist decision makers in management roles
to take more informed decisions.
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Fig. 2. The overall framework of ConstellationBuilder.

3 USER INTERFACE

ConstellationBuilder is comprised of three core displays: a report view,
an event view, and a team constellation view (Fig. 1). All the views
are visually linked to each other by highlighting instances of the same
object in one view.

3.1 Report view

In order to uncover modern cyberattacks and mitigate their effects, it
is essential to analyze the characteristic of previous similar attacks,
and transform the meaningful information into actionable strategies.
The report view provides insights into the current situation by moni-
toring the live attack reports and automatically clustering them based
on the TF-IDF cosine similarity for all the documents. The report
view contains four subordinate views for two purposes. A monitoring
view Fig. 1A) is designed for real-time monitoring of temporal and
geographical patterns. A list of reports view (Fig. 1C), a detailed report
view (Fig. 1D), and a report cluster view (Fig. 1B) support the machine
human collaborative identification of events.

When numerous reports, for example, experts’ reports, log files, and
customers’ complaints, flash into the system, the system characterizes
text documents by keywords/entities and keywords/entities combina-
tions, and project them in the report cluster view (Fig. 1B) that put
similar reports close together as clusters. Specifically, different shaped
icons represent different types of reports; colors are used to differentiate
the report clusters; the color saturation indicates the decay of time.

By integrating the report cluster view and monitoring view, the
analyst can tell the difference between characteristics of reports from
new events, past events, and predicted ones. ConstellationBuilder
automatically classifies and ranks the ongoing reports into different
events. The list of related reports view displays all the unidentified new
reports and their severity statuses. Ongoing reports that are assigned
with events are ordered by their similarity scores (Fig. 1C). If none of
the events match this new report, the analyst can create a new event
to classify the report. Additionally, in the detailed report view, reports
can be investigated in more detail by changing, adding, deleting, or
highlighting individual keywords, as well as assigning or changing their
colors. This makes the detail report view an important and versatile
tool to give more context to the current investigations.

3.2 Event view

The event view consists of a list of ongoing events (Fig. 1E), an event
cluster view (Fig. 1G), and a view showing close related events (Fig. 1F).
In the list of ongoing events view, the events that need to be investigated
are prioritized based on severity levels. In the event cluster view, events
are clustered based on their similarity and the size of the circle decodes
the level of severity. Two cyber events are considered more similar
if they belong to a similar event type in the cyber-incident taxonomy,
happened close together in time, and contain similar keywords.

Once an ongoing event is selected, the similar past events are ordered
in the close related events view (Fig. 1F) by the degree of association.
Right sides are the most related events. Events colored in black indicate
other ongoing events and their assigned white hat members who cannot
be reallocated to the selected events. Meanwhile, the experts who
handed particulars events are listed below the past events. The selected
event and all the relevant keywords are also highlighted in the event
cluster view. The close related event view highlights the connection
between events and contributed white hat members.

3.3 Team Constellation View

By matching the keywords from the event cluster view and the skills
required to resolve these events, the system automatically recommends
a list of potential team members based on their previous performance,
experience in solving similar past events, and their resumes, publi-
cations, etc. In the expert cluster view (Fig. 1K), the recommended
white hat members are grouped based on the similarity of their skill
sets. The size of each node represents the strength of overall skills.
Interactions between white hat members are depicted as links between
the nodes. We use different colors to show different skills and the color
of each node represents the most dominant skill of a member. The skill
colors are consistent with those in the event cluster view. Based on
the coloring of white hat members, analysts can readily tell how many
skills are required for certain events. Analysts can click on each node to
examine the detailed information of each white hat member (Fig. 1J).

ConstellationBuilder views each possible team as a constellation. It
recommends several constellations based on members’ skill sets and ex-
periences that can fulfill the needs of solving the cyber event as well as
the strengths of social ties. The team constellation view Fig. 1H) ranks
all the possible teams/constellations and their candidates. Members
who have served as team leaders are highlighted in the team constella-
tion view. Analysts can also pick members from different clusters to
compose a team with complementary skills that are recommended by
a systematic review of relevant events and their outcomes. For future
team-building purposes, new white hat members with strong skills can
be added or removed for training purposes. If no one can be picked,
ConstellationBuilder will recommend one leadership to assemble a
team. When a constellation is selected, the rose chart (Fig. 11) (inspired
by MetricsVis [2]) at the bottom stacks all the experts in the constella-
tion together shows the combination of skills for a team, where each
member’s expertise shows as a ribbon.

After a cyber-event is resolved, each expert’s performance is quanti-
tively measured based on the number of solved exploits, average time,
false-positive rate, ranking, and evaluation. The expertise levels of
white hat members for this completed event are automatically recorded
in the system, and the post-hoc performance analysis can assist better
assignment of team members in future events.

4 CONCLUSION

Our proposed design effectively supports the situational awareness task
and the team-building task for cybersecurity experts. The report view,
event view, and team constellation view are cohesively linked together
to enable a systematic workflow of identifying, classifying, investigat-
ing, and resolving cybersecurity events, even easier for a non-expert
in machine learning to visually analyze them. In particular, the system
architecture is flexible enough to extend to any other organizational
environments and domain-expert prescribed functionalities. Constella-
tionBuilder can be tailored to support traditional event investigation and
expertise recommendation by incorporating appropriate classification
and identification modules.
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